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Online safety is part of the school’s safeguarding responsibilities. This policy relates to other policies
including those for behaviour, safeguarding, anti-bullying, mobile phone and the use of images.

Using This Policy

. This policy must be read in accordance to the Child Protection and Safeguarding Policy.

° The Online Safety Policy covers the use of all technology which can access the school network
and the internet, or which facilitates electronic communication from school to beyond the
bounds of the school site. This includes, but is not limited to; workstations, laptops, mobile
phones, tablets and hand held games consoles used on the school site.

° The Online Safety Policy recognises that there are differences between the use of technology
as a private individual and as a member of staff / pupil.
. This policy has been written in accordance with the Keeping Children Safe in Education

(KCSIE) guidelines.

Managing Access and Security

The school will provide managed internet access to its staff and pupils in order to help pupils to learn
how to assess and manage risk, to gain the knowledge and understanding to keep themselves safe
when using the internet and to bridge the gap between school IT systems and the more open systems
outside school.

° The school will use a recognised internet service provider or regional broadband consortium;
our Provider is BT
° The school will ensure that all internet access has age appropriate filtering, provided by a

recognised filtering system, which is regularly checked to ensure that it is working, effective
and reasonable.

° The school will ensure that its networks have virus and anti-spam protection.

° Access to school networks will be controlled by passwords for both staff.

° Systems will be in place to ensure that internet use can be monitored and a log of any
incidents will be kept to help to identify patterns of behaviour and to inform Online Safety
Policy.

. The security of school IT systems will be reviewed regularly.

° All staff that manage filtering systems or monitor IT use will be supervised by senior
management and have clear procedures for reporting issues.

° The school will ensure that access to the internet via school equipment for anyone not

employed by the school is filtered and monitored.

Internet Use

The school will provide an age-appropriate online safety curriculum that teaches pupils how to stay
safe, how to protect themselves from harm and how to take responsibility for their own and others’
safety.

All communication between staff and pupils or families will take place using school equipment and/or
school accounts.

Pupils will be advised not to give out personal details or information which may identify them or
their location.

E-mail
. Staff may only use approved e-mail accounts on the school IT systems.
. Pupils do not have email accounts or any access to email.
. Incoming e-mail should be treated as suspicious and attachments not opened unless the

author is known.



Published Content (eg: school web site, school social media accounts)

The contact details will be the school address, email and telephone number. Staff or pupils’
personal information will not be published.

The Headteacher will take overall editorial responsibility and ensure that content is accurate
and appropriate.

Publishing Pupils’ Images and Work

Written permission will be obtained from parents or carers before photographs or names of
pupils are published on the school web site or any school run social media.

Parents Taking Photographs

In the light of emerging, mobile technology and the ease of uploading photographs onto
social media sites, it has been agreed that parents may take photographs at class assemblies
and similar school events. However, parents will be asked to use photographs for personal
use only and not to upload onto social media sites. A message will be given out at every class
assembly or similar event.

Social Networking and Personal Publishing on the School Learning Platform

The school does not allow children to access social networking sites

Newsgroups will be blocked unless a specific use is approved.

Pupils will be advised never to give out personal details of any kind, which may identify them
or their location.

Pupils and parents will be advised that the use of social network spaces outside school brings
a range of dangers for primary aged pupils.

Pupils will be advised to use nicknames and avatars when using social networking sites.
Parents will be reminded at all school events that they are welcome to take images for their
personal use as part of a community of trust. If these images are placed on social networking
sites, the school will review this agreement.

No member of staff will link on-line with pupils.

No inappropriate photographs, status updates or conversations will be uploaded.

Staff will not comment on school related issues, nor engage in school related conversations.

Use of Personal Devices

Personal equipment may be used by staff to access the school IT systems, provided their use
complies with the Online Safety Policy.

Staff must not store images of pupils or pupil personal data on personal devices.

The school cannot be held responsible for the loss or damage of any personal devices used
in school or for school business.

Staff will ensure that mobile phones are switched off, or turned to silent mode, during
lessons, (ensuring phones do not ring/vibrate). Staff should never use mobile phones for
making/receiving calls and sending/receiving text messages and emails when children are
present. Staff need to use their professional judgement to determine if it is appropriate to
make/receive calls and send/receive messages at lunchtime and after school, taking into
consideration their location in school and the presence of children. Staff have been asked to
keep mobiles out of sight of children (for example, not left on desks in the classroom).
Continued vigilance in school is important; everyone is responsible for the safeguarding of
children and must ensure mobile phones are used in-line with this policy.

If the agreed codes above are broken, action will be taken in-line with the school’s
disciplinary policy. The same applies to trainee teachers and students as well as being
reported to their university and/or college/school.



Authorising access
. All staff must abide by this policy.
° Access to the internet by our pupils will be by adult demonstration with supervised access to
specific, approved on-line materials.

Assessing risks
° The school will take all reasonable precautions to prevent access to inappropriate material.
However, due to the international scale and linked internet content, it is not possible to
guarantee that unsuitable material will never appear on a school computer. The school
cannot accept liability for the material accessed, or any consequences of internet access.

Handling online safety complaints

. Complaints of internet misuse will be dealt according to the school Behaviour Policy.

° Complaints of a child protection nature must be dealt with in accordance with school child
protection procedures.

° Pupils and parents will be informed of consequences and sanctions for pupils misusing the

internet and this will be in line with the schools’ behaviour policy.

Sexting (Youth Produced Sexual Imagery): Whilst it is highly unlikely that the children in our care will
have access to devices where sexting can occur, we have included it in our policy to raise awareness
of this, should the pupils have older siblings who might be engaged in this...

° We view “sexting” as a safeguarding issue and all concerns will be reported to and dealt with
by the Designated Safeguarding Lead.

° The school will not view the image unless there is a clear need or reason to do so.

° The school will not send, share or save indecent images of children and will not allow or
request children to do so.

° If an indecent image has been taken or shared on the school/settings network or devices
then the school will take action to block access to all users and isolate the image.

. The school will need to involve or consult the police if images are considered to be illegal.

° The school will take action regarding indecent images, regardless of the use of school/setting
equipment or personal equipment, both on and off the premises.

. The school will follow the guidance as set out in “Sexting’ in schools: advice and support

around self-generated images. What to do and how to handle it”.
Community use of the internet
. Members of the community and other organisations using the school internet connection

will have read this policy and be expected to abide by it.

Communication of the Policy

To pupils
. Pupils will be reminded about the rules of online use and keeping safe on the internet as part
of their online safety education.
° Online safety rules will be posted in the IT classroom.

Pupils will be taught how to evaluate Internet content

. The school will seek to ensure that the use of Internet derived materials by staff and by pupils
complies with copyright law.

. Older pupils will be taught to be critically aware of the materials they read and shown how
to validate information before accepting its accuracy.

. Pupils will be taught how to report unpleasant Internet content to the class teacher or their
parent if they are at home.

. Pupils to be taught how to be a responsible online citizen.



. Pupils to be taught appropriate behaviour on social media apps and how to report
unpleasant / inappropriate behavior on apps.

To staff
° All staff will be shown where to access the Online Safety Policy and its importance explained.
To parents
° Parents’ and carers’ attention will be drawn to Online Safety in newsletters and on the school
website.
. Parents will be kept abreast of online dangers and assistance available via the newsletter and
the website.
° Parents helping on Educational/school trips must not use their mobile phone during the

course of the day for making and receiving phone calls, sending messages and emails,
accessing social media sites or taking photographs. It is the responsibility of the teaching staff
leading the trip to ensure that parents are aware of this policy and the information is
communicated to parent helpers both verbally, during the briefing.



